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Amendmen ts to the Claims: 



This listing of claims will replace all prior versions, and listings, of 




application: 
T.isting; of Claims : 

Claims 1-19 (Cancelled) 

20. (Currently Amended) A method for protecting the pi ocessing of sensitive 
infonnalion in a security mudulc having a monolithic structure, infonnalion processing 
means, ^storage means, distinct from said processing means, for storing information 
capable of being processed by said processing means, means for d i eckinp; the integrity of 
information and at least a data bus- wherein tlie ti-ansmitti ng of information thron^h said 
data bus is secured and in that it comprises ^ e mprisins the following steps: 

selecting a piece of sensitive infonnation stored in the storage means; 

determining a specific condition for the integrity of said selected information; 

readin g- hv the processing means, of said information aai^^ anRmittin^ transmitted 
from the storage means s aid information to the processing means for processing via a data 
bus ; 

processing said information and verifyin g, bv the pro cessing means or by the 
means for checking the integrity of infonnation. during the_processing that the specific 
condition is satisfied; and 

disabling the p rocessing of said information if the specific condition is not 

satisfied. 

21. (Currently Ajnended) The method according to claim 20, wherein said 
information is an operation code read in the storage moans, the-all of the types of said 
operation code being contained in a table having a content detemiined during the 
manufacture of the security module, and the specific condition for Ihc integrity of the 
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infomiation being the value of tb6-^id.infannation is equal to ore of several set valucs_Qf 
the table . 

22. (Currently Amended) The method according to claim 21 , wherein t}»e-said 
operation code to be processed is coded in the fomi of data bits and said bits do not all 
have the same binary value. 

23. (Currently Amended) The method according to claim 20, wherein the 
specific step of detennining the condition for the integrity of said information comprises 
^1 , 1 inj; . rnlrnlntPfi calculating a e ffirst piece of integrity data by means for checkina 
the inteeritv of information, using s»d-the.infonnation read in the storage means, darias 
th e rcading of p a id information and tmnsmittia g -comparins the first piece of integrity data 
lu Llic piu.,m,un£,mc-ms nnrl to.eat€ulatiag-a second calculated piece of integrity data by 
the proccooine means for checking t h ^ integritv of information, using . from aoid t he 
infoTmation received hy «.iH pTOce5isine mcaos and checking for equalit y, by gaid means 
for checking th^ int^ f^tv of information, between the first and second pieces of integrity 
data. 

24. (Currently Amended) The method according to claim 23, wherein thfr**s^a 
piece of integrity data is calculated firom at least one piece of calculation data whose 
value varies as a function of time. 

25. (Currently Amended) The method according to claim 23, wherein the first-a 
piece of integrity data is calculated fi-om at least one piece of calculation data whose 
value varies randomly. 

26. (Currently Ajnended) The method according to claim 20, wherein the 
disabling of the processing of said information is performed by processing means 
executinji_ a microprogrammed instruction. 

27. (Currently Amended) The method according to claim 26, wherein the 
microprogrammed instruction perfeffB*-ind3Jces.the following steps: 
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and 



writing a piece of disable data into a nonvolatile location of the storage 



disabling the processing of «ad-tiliB.infonnation. 



means; 



28. (Currently Amended) The method according to claim 27 fiiither comprising 
reading by the processing means a^nonvolatile location of the storage means upon 
power up of said module and disabling the module if a value read at this location docs not 
match. 

29. (Currently Amended) A security module comprising an electronic circuit 
having a monohlhic structure and comprising information processing means, and 
information storage means distinct fiom said processing means, and means for checld ng 
thP integritv of infr^miatinn. the pmce..;.sing means mea»»^i-selecting f ormation 
^tracted from tTiP. .tnrage meP f^-= ir, nrder to nrocess it. in oaid otorafec mcanp inform nt i o n 
to be procQQQcd and means foi l xU acting oolcacd information f iuii i tiic otoragc- mn on i; 
sa id c - Tctraotingmoana transmitting aaid aoloctod information to proco ocing mean.-:, the 
processing means further comprising means for verifying a specific integrity condition of 
a pi ece of sensitive information, and means for disabling the processing of the 
information, said means for disabling being activated when the means tor verification or 
means for checVinP the integrity of information h ave detected that the specific condition 
is not satisfied- 

30- (Currently Amended) A security module according to claim 29, wherein the 
processing means execute instructions corresponding to operation codes extracted from a 
tabic, wherein the table comprises at least a forbidden instruction valu e, the forbidden 
values being defined during the buildinH of the module . 

3 1 . (Currently Amended) A security module according to claim 30, wherein the 
operation code to be processed is coded in the form of data bits, the security module 
comprising [[a]] means for reading the values of all ihe bits and a disabling means 
activated when the values of the bits are all identical. 



4 



PAGE 6J12' RCVD AT 8115/2005 4:08:32 PM [Eastern Dayflght Time] * SVR:USPTO-EF}(RF-6/30 * DNIS:2738300 ' CSID:7036108(86' DURATION (mm-ss):03-12 



08/15/2005 16:09 FAX 7036108686 



MILES & STOCKBRIDGE 



Appln. No. 09/763,868 Attorney Docket No, T2146-906833 

32. (Currently Amended) A security module according to claim 29, wherein the 
processing means execute instructions corresponding to operation codes extracted from a 
table, the security module comprising [[a]] means for reading an operation code and [[a]] 
disabling means activated during the reading of a forbidden operation code, the forbidden 
values being defined during the building of the module - 

33. (Currently Amended) A security module according to claim 32, wherein the 
disabling means comprise [[a]] means for irreversibly writing at least one aR-indicator 
with an initial valid state in a non reversible modified invahd state fflte-fl ac storag e means , 
and [[a]] means for reading said indicator during the next power-up of the module. 

34. (Currently Amended) A security module according to claim 29^ wherein 
means for r hftrVin p the integrity of information comprise e ^mi^inft -at lea st one parity 
^gtffl^pQ4^»fs -generator cooperating with the storage means, at least one parity gen e rators 
generator cooperatinj; with the processing means, and at least one arcomuarator connected 
to each of the parity generators and capable of inducing an interrupt in the processing 
means, 

35. (Currently Amended) A security module according to claim 34, wherein the 
operation of the ^said parity gonemtors - pcnerator varies as a function of time. 

36. (Currently Amended) A security module according to claim 34, wherein the 
operation of the-saidparity gKncrntora generator v aries randomly. 

37. (Cun-ently Amended) A security module according to claim 33, wherein the 
irreversible writing of the -said i ndicator into the atorag e me ans-is performed by executing 
a microprogrammed instruction. 

38. (Previously Presented) A security module according to cJaim 29, wherein the 
security module is a mjcrocircuit card. 
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